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Abstract. Model-based steganography is a promising approach for hid-
den communication in JPEG images with high steganographic capacity
and competitive security. In this paper we propose an attack, which is
based on coefficient types that can be derived from the blockiness adjust-
ment of MB2. We derive 30 new features to be used in combination with
existing blind feature sets leading to a remarkable reduction of the false
positive rate (about 10:1) for very low embedding rates (0.02 bpc). We
adapt Sallee’s model-based approach for steganalysis where the Cauchy
model itself is used to detect Cauchy model-based embedded messages.
We apply a gradient aware blockiness measure for improved reliability
in the detection of MB1. We evaluate our proposed methods based on a
set of about 3000 images.

1 Introduction

LSB steganography is easily detected (cf., e. g., [1,2,3] for spatial images and
[4,5,6,7] for JPEG images) because it equalises the frequencies of pairs of values
that only differ in the least significant bit (LSB). The model-based approach for
steganography tries to model the deterministic part of the carrier medium to
enable steganographic application of the indeterministic part.

Sallee modelled the marginal distribution of the DCT coefficients in JPEG
images by the generalised Cauchy distribution [8]. In contrast to LSB steganog-
raphy, the pairs of values are not equalised with this model-based approach.
Instead, the embedded message is adapted to the generalised Cauchy distri-
bution of each AC DCT subband in the JPEG carrier file. This adaptation
is implemented as arithmetic decoding. Arithmetic coding transforms unevenly
distributed bitstreams into shorter, uniform ones. Conversely, the arithmetic de-
coding can take a uniformly distributed bitstream (the message to be embedded)
to produce a bitstream that is adapted to given probabilities of 0 and 1 according
to the present generalised Cauchy distribution. In case the chosen distribution
fits to the JPEG file, the first order statistics is preserved after embedding the
adapted bitstream into the LSBs of the coefficients. This procedure is known as
MB1 today.

A first hint that the generalised Cauchy distribution does not completely
match the histogram of DCT coefficients was given by Böhme and Westfeld [9].
They showed that there are non-conforming pairs that considerably deviate from
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the modelled distribution (outliers). After embedding with MB1, these outliers
are — dependent on the embedding rate — scarcer or disappear completely.
Although only first order statistics was considered, this attack achieves fairly
reliable detection rates.

It is obvious that higher order statistics are more powerful. One weak property
of MB1 is that block artefacts increase with growing size of the payload. MB2
was developed to overcome this weakness [10]. It embeds the message in the
same way as MB1 does but offers only half the capacity of MB1 to the user. The
other half of the non-zero DCT coefficients are reserved for blockiness reduction.
Early assessment by Fridrich showed good security compared to MB1 [11]. In
recent analysis, however, the tables have been turned [12,13].

This paper is organised as follows: In Sect. 2, we consider the chosen model
of MB2 and consequently of MB1. As the aforementioned work of Böhme and
Westfeld has shown, it is possible to launch an attack based on the model con-
formity of the low precision bins. To strengthen the assumption that the specific
model used in the embedding scheme is incorrect for JPEG images, we apply
the Cauchy model itself to detect model-based embedded messages with Sallee’s
model-based approach for steganalysis [10]. Sect. 3 presents an MB2 specific
finding that the blockiness reduction used in MB2 increases the detection reli-
ability of MB2 steganograms using the same distance measures. In Sect. 4, we
use another blockiness measure to classify steganograms, which was proposed by
Westfeld [14] to compensate for visible distortions and remove a watermark in
the first BOWS contest [15]. Sect. 5 defines coefficient types derived from case
discrimination of the blockiness adjustment used in MB2. These are applied in
an MB2 specific strong attack. In Sect. 6 we propose 30 new features to be used
with existing blind attacks and present our experimental results. The paper is
concluded in Sect. 7.

2 Model-Based Steganalysis

Sallee proposed not only the use of models for steganography but also for ste-
ganalysis [10]. He demonstrated it by detecting JSteg steganograms.

The approach done is that two submodels are necessary. One represents the
cover media and the other the changes caused by the embedding function. Those
two submodels are connected by a parameter β, which identifies the distance of
the current media to the two submodels. If for example this model is applied
to a cover medium, the β value should express that the submodel of the cover
explains the presented media best. If, on the other hand, the model is applied
to a steganogram, than β should express that the submodel, which describes
the changes of the embedding, explains the presented media best. A rather easy
differentiation is possible if β = 0 represents a cover medium and β > 0 a
steganogram.

Since the embedding with MB1 and MB2 causes different changes than JSteg
one submodel needs to be changed. The submodel that represents the cover me-
dia can be used as it is, because all three algorithms embed in JPEG images.
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Even though MB1 uses individual histograms for its embedding model the fo-
cus on the global histogram shall be sufficient for this analysis. The difference
between JSteg and MB1 regarding the usage of high precision bins is that MB1
uses bin 1 for embedding while JSteg does not. The coefficient value zero is not
used in either algorithm. In order to model the embedding process it is necessary
to model the possible changes of the coefficient values. Arguing for a bin size
step = 2 there is only one possible other value in which a coefficient value c
can be changed into. This value is denoted with c̃ and can be calculated with
c̃ = sign(c)(|c| + 1 − 2((|c| + 1)mod2)) = sign(c)

(
4

⌊
|c|+1

2

⌋
− (|c| + 1)

)
.

The density function of the global histogram is approximated by a generalised
Cauchy distribution with parameters σ and π. The cumulative density function
(cdf) F of the used generalised Cauchy distribution is defined as

F (x|σ, π) =
1
2

(
1 − sign(x)

((
1 +

∣∣∣x
σ

∣∣∣
)1−π

− 1
))

. (1)

Using the cdf F , the probability P of a coefficient value c can be calculated as
follows

P (c|σ, π) = F (c + 0.5|σ, π) − F (c − 0.5|σ, π) . (2)

The combined model for the probability of a coefficient value is

P̃ (c|σ, π, β) =

{
P (c|σ, π) if c = 0,

(1 − β)P (c|σ, π) + βP (c̃|σ, π) else.
(3)

The combined model consists of two submodels. One of them (P (c|σ, π)) models
the probabilities of odd coefficient values greater or equal than the probabilities
of the even ones. The other submodel (P (c̃|σ, π)) does it the other way round.
It is to be expected that β is zero if the log likelihood is maximised with

σ̂, π̂, β̂ = arg min
σ,π,β

[
−

∑
c

hc log P̃ (c|σ, π, β)

]
(4)

using the frequencies hc of the corresponding coefficient values. Interestingly, if
this is applied to cover images most of the resulting β are greater than zero
(96%), which means that the submodel of the cover media does not correctly
approximate the global histogram and that β = 0 does not represent cover
images.

This finding itself does not show the use for steganalysis. Fitting the model
to MB1 steganograms with a high embedding rate results in a decreasing β —
mostly still positive — and an increasing deviation. Fitting it to MB2 stegano-
grams results also in a decreasing β but an even greater deviation.

Knowing that β changes with embedding, a simple measure can be used to
classify steganograms. Let γ be the measure, then γ = |βs(1) − βs(0)|. βs(0)
denotes the resulting β if the model is fitted to the image that is to be classified.
The β value after embedding anew (or for the first time) with maximal message
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Table 1. Detection reliability of model based steganalysis with different JPEG quan-
tisation. For the reliability the absolute value is decisive. We present signed values in
the table where it might be interesting to see between which JPEG qualities the sign
change occurs, i. e., where the model fits best.

JPEG quality q
0.99 0.95 0.9 0.8 0.7 0.6 0.5

MB1
βs(0) 0.430 −0.074 −0.295 −0.468 −0.572 −0.656 −0.706

BW attack 0.421 0.527 0.581 0.614 0.668 0.701 0.711
γ 0.501 0.389 0.414 0.498 0.539 0.558 0.603

LDA M4 0.934 0.494 0.593 0.736 0.836 0.867 0.907
LDA M6 0.936 0.562 0.698 0.856 0.912 0.925 0.945
QDA M4 0.960 0.840 0.897 0.936 0.947 0.949 0.956
QDA M6 0.982 0.908 0.958 0.990 0.988 0.981 0.984

MB2
βs(0) 0.462 0.193 0.032 −0.178 −0.327 −0.462 −0.559

BW attack 0.394 0.341 0.380 0.387 0.439 0.508 0.548
γ 0.488 0.404 0.484 0.609 0.681 0.712 0.758

LDA M4 0.935 0.665 0.390 0.206 0.432 0.584 0.707
LDA M6 0.946 0.735 0.638 0.628 0.641 0.650 0.721
QDA M4 0.964 0.907 0.895 0.938 0.950 0.951 0.957
QDA M6 0.968 0.922 0.923 0.965 0.964 0.964 0.956

M4 = {βs(0), βs(1)MB2, βcal(0), βcal(1)MB2},
M6 = {βs(0), βs(1)MB1, βs(1)MB2, βcal(0), βcal(1)MB1, βcal(1)MB2}

length is denoted βs(1). Using γ, the detection reliability of MB2 steganograms
with maximum embedded message length of 630 JPEG images (840 × 600, q =
0.7, 0.38 bpc1) is ρ = 0.681.2 The results for other image qualities are listed in
Table 1. Using βs(0) alone, the reliability is still ρ = 0.327. If the Cauchy model
had been appropriate, the detection reliability should have resulted in ρ ≈ 0.

Another first order statistics attack is the one by Böhme and Westfeld (BW
attack) [9]. It is, apart from the extreme qualities (q = 0.99, 0.5), somewhat more
powerful. But in contrast to model-based steganalysis that considers only the
global histogram, the BW attack estimates the generalised Cauchy distribution
parameters for all 63 AC subbands. The parameter plim in the BW attack was
set to 0.0001. This value is near the overall optimum for our image set. Besides,
this parameter is rather robust to changes.

For a classification it is recommended to consider the calibrated3 version of the
images as well. We denote these as βcal(·). A set of the four model parameters

1 Bits per non-zero coefficient.
2 ρ = 2A − 1 for the area A under the ROC curve.
3 The calibrated image is calculated by cutting the first four rows and columns of the

JPEG image in the spatial domain and recompressing it with the original quantisation
table.
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βs(0), βs(1), βcal(0), and βcal(1) can be used to train a classifier.4 (Table 5 gives
an overview of all feature sets used throughout the paper.) For each quality, two
classifiers (linear and quadratic discriminant analysis) were trained with 60 im-
ages and then applied to another 570 images resulting in the detection reliabili-
ties shown in Table 1. The best result is achieved with the quadratic discriminant
analysis, which is almost independent of JPEG quality and embedding method
MB1 or MB2.

3 Blockiness Differences

Block artefacts increase in JPEG images when steganography is applied. Since
MB1 can be easily detected by a blockiness measure [10], a deblockiness routine
is implemented in MB2 to reduce the blockiness to its original value. This block-
iness measure, denoted B1, is the sum of the absolute differences of the pixel
values gi,j along block borders (vertical and horizontal).

Bλ =

�(M−1)/8�∑
i=1

N∑
j=1

|g8i,j − g8i+1,j |λ +
M∑
i=1

�(N−1)/8�∑
j=1

|gi,8j − gi,8j+1|λ

N �(M − 1)/8�+ M �(N − 1)/8� (5)

Prior to summation the absolute differences can be exponentiated by λ. This
means that B1 is the sum of absolute differences. When B1 and B2 are applied
to a cover and a resulting MB1 steganogram, B1 as well as B2 increase (“+” in
Fig. 1).

If, on the other hand, they are applied to a cover and an MB2 steganogram,
B1 scarcely shows any change and B2 decreases (“×” in Fig. 1). The blockiness
reduction stops when the blockiness of the cover image is not exceeded any more
or no suitable coefficients for compensation are left. In the rare latter cases, the
blockiness B1 increases for MB2. This is especially true for images with initially
low blockiness. In the figure, the images are sorted by the respective blockiness
measure of the cover. On the top we have the images with the least blockiness.
The conclusion of this finding is that through embedding, the small differences
are increased in a much bigger scale than the greater ones while both small and
great differences are reduced to the same extend during blockiness adjustment.

Let B2
c denote the blockiness of the cover image, B2

s1 the one of the MB1
steganogram and B2

s2 of the MB2 steganogram. If the changes of the blockiness
values are compared with each other, it shows that in most cases the difference
|B2

s2−B2
c | is greater than |B2

s1−B2
c | (cf. Fig. 1 right). So the blockiness reduction

in MB2 can increase the reliability for a detection solely based on blockiness
measures. This shows that the chosen blockiness reduction is inadequate for the
changes the embedding function makes.

4 When both calibrating and embedding are applied to an image (as with the calcu-
lation of βcal(1)) then firstly the image is calibrated and afterwards the embedding
takes place.
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Fig. 1. Change of the blockiness measure B1 (left) and B2 (right). Descending ordering
of cover blockiness values, i. e., the lowest image index shows the greatest blockiness
value.

In our experimental set-up we consider blockiness values from four images: the
blockiness B2

s (0) of the given JPEG image, the blockiness B2
s (1) for the image

with about 95%5 of the MB2 capacity embedded (0.38 bpc), and two further
values (B2

cal(0), B2
cal(1)) calculated after calibration (directly after calibration

and after embedding 95%, respectively). The measure for classification is

mλ = 1 − Bλ
s (0) − Bλ

s (1)
Bλ

cal(0) − Bλ
cal(1)

. (6)

For cover images the numerator and denominator should be equal so that m2 = 0.
For a steganogram we expect values greater than zero. We applied m2 to 2900
images,6 which resulted in the reliabilities shown in Table 2 (m2). A moderate
improvement can be achieved when the four values are used in a linear discrim-
inant analysis (cf. Table 2, m2 and LDAm2).

There are several options to extend the features for the LDA. One is to use
both blockiness measures B1 and B2, resulting in 8 features. Another option is to
use two more images, the original and the calibrated, with 95% MB1 embedded,
resulting in 12 features. These feature sets are denoted LDA8

B and LDA12
B in

Table 2. The detection reliability of both steganogram types are considerably
improved with these feature sets.

Even though the blockiness B1 is adjusted by MB2 to its original value the
embedding is still detectable using B2 (i. e., using the same pixel value differences).
5 Only 95 % is embedded because in most cases embedding 100 % of the MB2 capacity

causes the blockiness adjustment to fail. (But not always: cf. the image to the right
in Fig. 2.).

6 Of each image we had a cover and an MB1 or MB2 steganogram with 0.02 bpc
payload.
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Table 2. Overview of detection reliabilities of blockiness measures. We used 2900
images for m and mgr. The training set for the LDA contained 1000 images to classify
the remaining 1900.

Detection reliability ρ for 0.02 bpc

Simple blockiness Gradient sensitive blockiness

m1 m2 LDAm1 LDAm2 LDA8
B LDA12

B m1
gr m2

gr LDAm1
gr

LDAm2
gr

LDA8
Bgr

LDA12
Bgr

MB1 0.319 0.198 0.382 0.386 0.426 0.435 0.309 0.166 0.410 0.200 0.448 0.463

MB2 0.008 0.269 0.019 0.284 0.475 0.483 0.131 0.157 0.155 0.161 0.405 0.445

The comparison with MB1 shows that B1 gives better detection results than B2.
Consequently, it would be worse to exchange B1 by B2 in the blockiness reduction
of MB2.

4 Gradient Aware Blockiness

Out of the variety of blockiness measures the one that is aware of gradients along
block borders seems promising as well. It can be used to remove watermarks and
simultaneously create a high peak signal to noise ratio [14]. In contrast to the
above mentioned blockiness measure, the gradient aware blockiness Bλ

gr uses four
instead of only two adjacent pixel values across block borders (cf. [14]):

Bλ
gr =

�(M−2)/8�∑
i=1

N∑
j=1

|g8i−1,j − 3g8i,j + 3g8i+1,j − g8i+2,j |λ

N �(M − 2)/8�+ M �(N − 2)/8�

+

M∑
i=1

�(N−2)/8�∑
j=1

|gi,8j−1 − 3gi,8j + 3gi,8j+1 − gi,8j+2|λ

N �(M − 2)/8�+ M �(N − 2)/8� . (7)

Bλ measures a non-zero blockiness for smooth areas with a gradient. Thus, the
MB2 blockiness reduction reduces the small differences along the block borders,
which results in a visible block artefact that was not there before. The idea of
Bλ

gr is to measure the deviation from the gradient along block borders. So for
smooth areas with a gradient, Bλ

gr is still zero.
MB1 steganograms linearly increase B1

gr with growing length of the embedded
message. For MB2 steganograms two extreme cases show up. In the first case,
when there is a clear and smooth gradient in the image, B1

gr slightly decreases
with growing message length as long as the blockiness adjustment of MB2 is
successful. When the adjustment fails, B1

gr and B2
gr increase significantly, as can

be seen in Fig. 2. The second case — represented by the image to the right — is
similar to the one of the MB1 steganogram, i. e., B1

gr increases linearly with the
embedded message length. Note that Fig. 2 shows the gradient aware measure
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Fig. 2. Difference of blockiness changes depending on the image content. Photos cour-
tesy of USDA Natural Resources Conservation Service.

(cf. Equ. (7)), while MB2 compensates for the measure in Equ. (5). The quadratic
blockiness B2

gr shows analogies to the blockiness that is not gradient aware. While
B2

gr increases in most cases when embedding with MB1, it decreases mostly when
embedding with MB2.7 Different is though, that the blockiness adjustment does
not amplify the change in the quadratic gradient aware blockiness as it does with
the simple blockiness. Only 40% of the images show that the change of B2

gr with
MB2 embedding is greater than with MB1.

The measure for gradient aware classification is similarly defined to m (cf.
Equ. (6)):

mλ
gr = (Bλ

gr,s(0) − Bλ
gr,s(1)) − (Bλ

gr,cal(0) − Bλ
gr,cal(1)) . (8)

7 Out of 2000 images (840 × 600, q = 0.8, 0.38 bpc) B1
gr decreases zero (MB1) re-

spectively 26 (MB2) times and B2
gr decreases six (MB1) respectively 1936 (MB2)

times.
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Fig. 3. Dependency between image size and maximum MB1 capacity

For λ = 1, smaller values of m1
gr indicate a cover and larger values a steganogram.

On the contrary and because of the inverse changing direction of B2
gr, larger

values of m2
gr indicate a cover and smaller values a steganogram.

We can enhance the feature set the same way as for the simple blockiness
measure to 8 and 12 features. The results are given in Table 2.

Comparing the results of the simple blockiness and the gradient aware it
turns out that the simple one generates better results for MB2 steganograms
(with less features) while the gradient sensitive generates better results for MB1
steganograms.

A classification solely based on the image and its calibrated version showed a
very low reliability only (ρ = 0.034). A closer look at the histogram of the small
differences of neighbouring pixels at block borders might improve the results.
Instead of using the blockiness itself we use the histogram hd of the first six
difference values d = 0, . . . , 5 from the direct and the calibrated image. Those
twelve features used in an LDA result in a detection reliability of ρ = 0.117
for 0.02 bpc.8 This is an improvement, but compared to the results with the six
images this is far less.

Figure 2 raises another interesting point. The image with the obvious smooth
gradient has a low steganographic capacity of only 0.54bpc while the other image
has a capacity of over 0.8 bpc. Also, images with visible gradients have a smaller
image size (in bytes) because of the sparse non-zero DCT coefficients. In Fig. 3
the dependency between the image size and the MB1 capacity of 2900 images
(q = 0.8, 840 × 600) is displayed. Note that the presented capacity is already
relative to the number of non-zero coefficients.

8 The LDA was trained with 1900 images and another 1000 images of size 840 × 600
with q = 0.8 were classified.
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5 Coefficient Types

The blockiness adjustment in MB2 generates additional modifications which can
be used for an attack. Deduced from the blockiness adjustment a differentiation
of coefficients is suggested. The reason for this is that neither the coefficients
used for embedding nor the coefficients that do not decrease the blockiness are
altered during the blockiness adjustment. Regarding the blockiness reduction
three sets of coefficient types can be defined. These three are the set of

Fixed coefficients F , characterised by the fact that they can not be altered
because of model restriction even though they would decrease the blockiness
if changed. The set of

Different coefficients D are the ones that can be altered and if so they would
decrease the blockiness. The remaining set of

Indifferent coefficients I could be altered or not but if they are altered the
blockiness would increase.

In order to categorise the coefficients a blockiness minimal image needs to be
created. This is done with a routine that is included in the MB2 algorithm,
which is also used for blockiness reduction. To generate the blockiness minimal
image, the (given) image is firstly transformed into the spatial domain (after the
dequantisation). Then the opposing pixels along block borders are set to their
mean value. Subsequently the resulting image is transformed into the frequency
domain and quantised. Thus, the generated image is the unique blockiness min-
imal image for the given image.

It is advisable to separate the coefficient types further into the disjoint sets
DC, AC1 and AC0 of coefficients. AC0 coefficients are the AC coefficients that
are zero. The separation is useful because MB1 and MB2 do not use DC and
AC0 coefficients for embedding. Having the blockiness minimal image at hand
the indifferent coefficients can be enumerated. Doing this we get indifferent AC1,
DC and AC0 coefficients. To separate D from F we need to take a closer look
at the restrictions of the blockiness adjustment. MB1 and MB2 only modify
coefficients within their bin in order to keep the low precision bins unchanged
so the receiver of the steganogram can calculate the same model of the image.
Thus, if a coefficient value needed to be altered into another low precision bin
in order to decrease the blockiness it is an element of F because it must not
be altered that way to keep the extraction of the model parameters correct.
This again could happen with DC, AC1 and AC0 coefficients. The remaining
coefficients form the set D. They differ between the image and the blockiness
minimal image but they could be altered without changing low precision bins
and if so cause the blockiness to decrease.

In the case of MB1 a shrinkage of F and I is expected while D should expand.
With MB2 the cardinality of D should decrease because the longer the embedded
message length the more coefficients are changed in order to decrease the block-
iness, which can only be done by coefficients contained in D. Thus, F expands
because elements of D can only be moved into I or F . Since the blockiness is
increasing during embedding the cardinality of I can not increase significantly
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Table 3. Overview of detection reliabilities of the coefficient types attack. The best
result was achieved with the SVM using the C-classification with a polynomial kernel
(second degree). For mtype 2900 images are used to specify the detection reliability.
The training set for LDA and SVM were 2300 images and another 630 images were
classified.

Detection reliability ρ for 0.02 bpc

mtype LDA(T 6) LDA(T 18) SVM(T 6) SVM(T 18)

MB1 0.019 0.364 0.513 0.390 0.563
MB2 0.630 0.645 0.808 0.678 0.838

and so F needs to expand. Empirical analysis shows that the cardinality of I
increases in most cases (92%) too.

Let Ts be the number of just one coefficient type or a combination of coefficient
types and Tcal its calibrated version. Then the following measure can be used to
mount a specific attack to model-based steganography:9

mtype =
Ts(−1) − Ts(0)
Ts(−1) − Ts(1)

− Tcal(−1) − Tcal(0)
Tcal(−1) − Tcal(1)

. (9)

For T = |D| a detection reliability of ρ = 0.572 can be achieved for MB2
steganograms with 0.02bpc. This can be further improved if not only the num-
ber of different coefficients but a combination of all fixed, i. e., fixed AC1, AC0
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Fig. 4. ROC curves for coefficient types attack on MB1 (left) and MB2 images (right)
with 0.02 bpc embedding rate

9 The values of Ts(−1) and Tcal(−1) are calculated after embedding 95% of MB1
capacity with MB1 and the values Ts(1) and Tcal(1) are calculated after embedding
95% of MB2 capacity with MB2 regardless of the image. Ts(0) and Tcal(0) are
calculated without any additional embedding.
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and DC coefficients, and the indifferent AC1 coefficients is selected as the basis
for the classification (cf. Table 5). The combination of those leads to a detection
reliability of ρ = 0.630.

To advance this approach of combining several coefficient types an LDA can
be used. Given the cardinality of some types the cardinality of the complements
can be calculated. Thus, we reduce the number of types we use in the LDA. If
|FAC0|, |D|, and |IAC0| for coefficients of the six images: image (A), calibrated
image (B), A + 95% MB1, A + 95% MB2, B + 95% MB1, and B + 95% MB2
(cf. Table 5), are used, we have 18 features for the LDA. The detection reliability
can be increased as depicted in Fig. 4 and Table 3: LDA(T 18). (The superscript
index states the number of features.) If only the image and its calibrated version
are used, the detection reliability is ρ = 0.645: LDA(T 6).

6 Another “Blind” Attack

In the earlier sections some hints for the integration of new features for known
blind classifiers have been given. In this section we focus on the actual combi-
nation of new features with existing ones. The most promising single feature set
for the detection of MB2 is the use of three coefficient types of six images, which

Table 4. Detection reliability for feature combinations for a new blind or specific
attack. The 23 represents the attack by Fridrich with 23 features, the 274 the one with
274 features [13] and the 324 the one by Shi et al. [12] with the 324 features. The 81 and
193 features are a splitting of the 274 features, where the 81 represent the calibrated
averaged Markov features. The training set was 2300 images and the classification was
done by LDA based on 630 images (q = 0.8, 840×600, message length is 0.02 bpc).

Additional Number of features
features 23 324 274 81 193

ρ

MB1

— 0.181 0.597 0.698 0.585 0.516
T 6 0.379 0.706 0.740 0.652 0.600
T 18 0.510 0.759 0.770 0.700 0.675

B
(12)
gr , T 18 0.596 0.793 0.791 0.743 0.708

MB2

— 0.187 0.659 0.759 0.666 0.518
T 6 0.734 0.895 0.885 0.859 0.793
T 18 0.842 0.919 0.930 0.903 0.886

B
(12)
gr , T 18 0.873 0.924 0.937 0.919 0.909

FPR0.5

MB1

— 0.348 0.133 0.077 0.133 0.136
T 6 0.259 0.067 0.055 0.096 0.125
T 18 0.172 0.052 0.047 0.066 0.092

B
(12)
gr , T 18 0.140 0.050 0.041 0.060 0.080

MB2

— 0.370 0.105 0.042 0.086 0.147
T 6 0.052 0.016 0.012 0.020 0.030
T 18 0.020 0.012 0.006 0.017 0.012

B
(12)
gr , T 18 0.019 0.008 0.006 0.011 0.011



Weaknesses of MB2 139

Table 5. Overview of used images and features for the different classifications described
in the paper

Images used

Where Row Denotion Feature Im
a
g
e

(A
)

C
a
li
b
ra

te
d

im
a
g
e

(B
)

A
+

9
5

%
M

B
1

A
+

9
5

%
M

B
2

B
+

9
5

%
M

B
1

B
+

9
5

%
M

B
2

Table 1

βs(0) β ×
γ β × ×

M4 β × × × ×
M6 β × × × × × ×

Table 2

for MB1
m1 B1 × × × ×
m2 B2 × × × ×

for MB2
m1 B1 × × × ×
m2 B2 × × × ×

LDA8
B B1 × × × ×

B2 × × × ×
LDA12

B B1 × × × × × ×
B2 × × × × × ×

for MB1
m1

gr B1
gr × × × ×

m2
gr B2

gr × × × ×
for MB2

m1
gr B1

gr × × × ×
m2

gr B2
gr × × × ×

LDA8
Bgr B1

gr × × × ×
B2

gr × × × ×
LDA12

Bgr B1
gr × × × × × ×

B2
gr × × × × × ×

Tables 3&4

mtype
|FAC0| + |FAC1|+ × × × × × ×|FDC| + |IAC1|

T 6 |FAC0| × ×
|D| × ×
|IAC0| × ×

T 18 |FAC0| × × × × × ×
|D| × × × × × ×
|IAC0| × × × × × ×

B
(12)
gr , T 18 B1

gr × × × × × ×
B2

gr × × × × × ×
|FAC0| × × × × × ×
|D| × × × × × ×
|IAC0| × × × × × ×



140 C. Ullerich and A. Westfeld

is labelled as LDA(T 18) in Table 3. But this method of detection includes the
use of the algorithms MB1 as well as MB2 to generate further images, which
are needed for the feature set of the classification. Combining these six features
with the L1 and L2 norm of the gradient aware blockiness of those six images,
the detection reliability can be increased.

Adding those 30 features to the 81 averaged calibrated Markov features pro-
posed in [13], the detection reliability can be increased significantly, as can be
seen in Table 4 in the last rows. The improvement when the 81 are replaced by
all 274 features is only small for MB2 but larger for MB1.

So far one could argue that the described feature set belongs more likely to a
specific attack, because the embedding algorithms MB1 and MB2 are used for
the extraction of features. If those features are ignored and only the features
of the image and its calibrated version are used, the detection reliability drops
noticeably. Even though it decreases, the detection reliability for images with
a quality of 80%, a size of 840 × 600 and an embedding rate of 0.02 bpc is
significantly higher for 274+T 6 than for 274 features alone. The blind attack with
280 features reaches a detection reliability for MB2 steganograms of ρ = 0.885
and for MB1 steganograms of ρ = 0.740. The false positive rate for a detection
level of 50% is 5.5% for MB1 and 1.2% for MB2. Table 3 has shown that an
SVM with the right parameters can moderately increase the detection reliability.
However, these parameters have to be determined for each feature set again. An
SVM with standard parameters and radial kernel as used in [13] does not provide
any better (rather worse) results than those already listed in Table 4. Besides the
detection reliability ρ, Table 4 presents the false positive rates at 50% detection
rate FPR0.5. According to Ker’s criterion [16], a good attack has at most 5 %
false positives at 50% true positive rate. The proposed attacks reduce the false
positive rates by a factor of 1.7. . . 2.7 for MB1 and 7. . . 19 for MB2.

7 Conclusion and Further Work

MB2 is detectable by blockiness measures. It is even more reliably detected by
the change to the number of fixed, different, and indifferent coefficients, which
are discriminated by the blockiness reduction of MB2. Our proposed set of 30
new features used in combination with current blind feature sets can increase
the reliability for a very low embedding rate (0.02bpc) from ρ ≈ 0.7 to ρ ≈ 0.9
while decreasing the false positive rate from FPR0.5 ≈ 0.1 to FPR0.5 ≈ 0.01 (cf.
Table 4).

Another important finding is that additional changes applied to a steganogram
to reduce steganographic artefacts increase once more the reliability of an attack.
This was true for histogram preserving compensations in Outguess [17]; this is also
true for the blockiness compensation in MB2 [12,13]. A much better approach to
reduce detectability could be informed embedding combined with a more sophis-
ticated model for DCT coefficients, taking into account different qualities of the
image. The fitness of a model for a particular dataset can be assessed in a model-
based steganalysis as we did for the Cauchy model in this paper.
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