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ABSTRACT

In the first BOWS Contest, a watermarking system was ex-
posed to attacks from all over the world—mnot to prove that
the system is resistant to attacks or to claim that it is un-
breakable, rather to learn more about the level of weakness
and perhaps new possible attacks. The goal was to wipe
the watermark while keeping the best possible quality of
the images. This paper highlights some of our tests and re-
sults. We analysed the interaction between attack strength
and quality measure and described two more successful ap-
proaches to remove the watermark: (1) to reduce artefacts
that are introduced by the watermarking algorithm, which
renders embedded information unreadable and (2) a spe-
cialised sensitivity attack.

Categories and Subject Descriptors

H.m [Information Systems]: Miscellaneous

General Terms

Security

Keywords
Digital Watermarking, Robustness, Attack

1. INTRODUCTION

Recently, the European Network of Excellence in Cryptol-
ogy ECRYPT organised the first BOWS Contest (Break Our
Watermarking System) . BOWS exposed an algorithm for
digital watermarking to a world-wide massive attack. Ac-
cording to the announcement , the contest was not in-
tended to prove how well-performing the watermarking sys-
tem is, but to learn more about the degree of difficulty of
breaking the watermark and finding new possible attacks.
The first phase of the attack, in which no information
about the watermarking system was given, started on De-
cember 15, 2005. The BOWS website [3] offered three water-
marked greyscale images in raw format and 512 x 512 pixels
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Figure 1: Three watermarked 512 x 512 greyscale im-
ages in raw format

in size (see Figure. This raw format stored the unsigned
pixel values in the file (8 bits per pixel) without any header,
with the image scanned from left to right and from top to
bottom.

To enter the Hall of Fame, participants had to make the
watermark unreadable to the BOWS detector in all three im-
ages while maintaining an image quality rated by a PSNR
(peak signal to noise ratio) above 30 dB. In the first six
weeks, the Hall of Fame was empty, however, the maintainer
of the BOWS website reported successful attacks on the
strawberry image. PSNR is a simple and widely used qual-
ity metric based on the mean squared error (MSE), which is
computed by averaging the squared intensity differences of
the distorted image a and its reference b:

2552 . 5122
PSNR(a,b) = 10-1 1
(.0) g(zi}_ﬁ 2¥1<az,y—bz,y>2)”

To test whether the watermark is still readable, the at-
tacked images were uploaded to the BOWS server through
a web interface to run the detection process. The BOWS or-
acle replied the request by giving the result of the detection
(watermarked removed/still there) and the PSNR achieved.
Note that the oracle always reports the result of the water-
mark detection regardless of the PSNR criterion.

After the first phase ended on March 15, 2006, the BOWS
organisers revealed that the watermarking algorithm pro-
posed by Miller et al. was used to embed the watermark
into the three images.

The second phase of the contest (with no prize) remained
open for additional three months. This paper contains at-
tacks from both phases and is organised as follows: Sec-
tion[2] presents some basic attacks, in Section[2.1] some pixel-
oriented attacks are considered, against which most water-
marking systems are rather robust. These attacks will visi-
bly degrade the image before the PSNR measure is affected.
In Section 2.2} we will look at basic geometric attacks that
are more effective against watermarking systems. However,



because geometric attacks will change almost all pixels, the
PSNR based quality measure will decrease before the im-
age is visually degraded. Section [3| examines a different ap-
proach that identifies artefacts introduced by the marking
algorithm and tries to remove the watermark by reducing
distortions. Section@ presents the sensitivity attack, which
obtained the best PSNR values. The paper is summarised
in Section

2. BASIC ATTACKS
A BOWS participant has two goals:

1. to make the watermark unreadable to the oracle and
2. to preserve a PSNR > 30 dB.

It is easy to find attacks that achieve the first goal. However,
to judge whether the first goal is attained, we have to ask the
oracle. This might be a bottleneck, since the access to the
oracle is limited in response time and number of requests.
When BOWS started, there was a limit of 40 requests per
day and client IP address. The BOWS oracle processes one
request in about two seconds or more, which depends on
the server load. In January, the limit was increased to 5000
requests per day (and decreased to 3000 by end of March).

The PSNR score is said to privilege classes of attacks that
do not change pixel positions. Geometric distortions, which
stretch, shear, shift, or rotate the image by an unnoticeable
amount @ﬂ, were at a disadvantage.

A better (higher) PSNR value does not mean that the
attacked image is visually close to the marked original. For
example, the woodpath in Figure (left) is shifted to the
right by one pixel, which is rather unobtrusive, while the
clearly visible distortions in the sky (right) maintain a PSNR
of more than 30 dB. (The watermark is still detected in both
images.) The only “correct” method of quantifying visual
image quality is through subjective evaluation . Here,
however, we need a simple, quick, and automated evaluation.

Figure 2: Two images with counterintuitive PSNR:
19.84 dB (left) and 30.83 dB (right)

2.1 PSNR-Friendly Attacks
2.1.1 Additive White Gaussian Noise

Noise adding is a standard evaluation procedure when de-
veloping watermarking systems. We scaled the standard
deviation of 512 x 512 normal distributed random values
and added them to the image. Table shows the detection
boundary determined using the oracle and repeated interval
bisection |1] for three different sets of random numbers from

209

Table 1: Standard deviation o for Gaussian noise to
remove the watermark and the achieved PSNR for
three repeated tests (saturated values clipped)

measurement strawberry woodpath  church
first......... o =26.7 oc=374 o=230.0
19.7 dB 17.2 18.8 dB
second...... o= 26.8 c=335 o0=299
19.7 dB 18.1 18.8 dB
third........ o =317 c=293 o0=26.5
18.3 dB 19.2 dB 19.8 dB

the same generator and their respective PSNR. The present
watermarking system is very resistant against added noise.
The visual quality of the image is heavily degraded by the
noise as we can see in the magnified detail from the straw-
berry image (Figure[3).

Figure 3: The bug on the strawberry before and
after adding minimal noise to remove the watermark
(first measurement)

2.1.2  Scaling the Brightness

The watermarking system is even more robust against
brightness manipulation. We reduced the brightness of all
pixels by a scale factor, rounded the scaled values, and
searched for the detection boundary. Table2] lists the scale

Table 2: Brightness scaled to remove the watermark

Image scale factor ~Watermark  PSNR
strawberry 0.01035 still there 6.136 dB
0.01034 removed 6.135 dB
woodpath 0.01102 still there  6.858 dB
0.01101 removed 6.857 dB
church.... 0.01191 still there  4.745 dB
0.01190 removed 4.745 dB

factors for the resulting images. These images contain only
four shades {0, 1,2,3}. However, the detection boundary is
blurred by rounding effects or even deliberately randomised.
It is possible to find smaller scale factors for which the oracle
still detects the watermark: Figure[d] shows an example for
the strawberry that has only three grey levels {0, 1,2} for
the scale factor 0.00758. The contrast has been maximised
because otherwise the image appears black.

2.1.3 Cropping

Finally, we determined the detection boundary for cutting
off stripes from the left, top, right, and bottom margin, re-



Figure 4: The watermark in the strawberry image is
still detected if the brightness is reduced to 3 levels
of grey

spectively. The width of the stripes depends on the image
content (see Table. Consequently, the watermarking sys-

Table 3: Amount of pixels to cut off from the four
margins in order to remove the watermark and re-
spective PSNR

Image left top right bottom
strawberry 220 210 250 307
16.1dB 18.7dB 17.0dB 14.4 dB
woodpath 117 210 163 117
20.0dB 15.7dB 14.8dB 18.9dB
church. ... 237 241 65 123
19.3dB 19.2dB 23.3dB 189dB

tem is adaptive to image content. The narrowest stripe was
found for the right margin of the church image (see Fig-
ure. However, the stripe cut from the top margin has to
be almost four times wider.

Figure 5: To remove the watermark, either 241 rows
of pixels from the top or 65 columns of pixels from
the right have to be replaced by neutral grey in the
church image

2.2 Geometric Attacks

Geometric attacks remove the watermark by introducing a
visually unnoticeable quality loss. Most marking systems
available on the market are confused by simple geometrical
distortions @] In this section, we will rotate and shift the
images and see whether this is a promising approach or foiled
by the PSNR measure.

2.2.1 Rotation

A rotation of the image by an angle as small as o = 1° al-
ready corrupts the watermark. We can minimise this angle
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Table 4: Images rotated as a whole by a minimum
angle to remove the watermark

Image a PSNR

strawberry  0.534° 28.94 dB
woodpath  0.217° 22.9 dB
church.... 0.264° 24.99 dB

and increase the PSNR using the bisection method. Tablef]
shows the optimal results for left rotation. The image is ro-
tated by a small angle around its centre and then resampled
by bi-linear interpolation. The area outside the image that
appears inside after rotation was supposed to be neutral

grey.
2.2.2  Translation

Let R = {0,...,255}°'%512 be the set of raw images. Let
m € R be the watermarked image. mg,y is the pixel in m
at position (z,y), z,y € {1,2,...512}. Translation leads to
an image s, shifted by width w:

S,y ‘= Matw,y

Because PSNR is a based on the MSE (mean squared error),
doubled magnitude in changes leads to quadrupled penalty
in the quality measure. To avoid large changes, we define
a limiting parameter [ that keeps pixels unchanged if the
absolute change is not smaller than [:

Table 5: Limited translation

for [ma,y — Matw,y| <1
else

Martw,y
Ma,y

shift width w: 1 2 3 4
strawberry:

[ for PSNR>30 dB o0 46 34 30
I’ to remove WM — 60 42 39
PSNR/dB for I and w — 28.94 29.1 28.62
woodpath:

[ for PSNR>30 dB 21 21 22 22
I’ to remove WM 59 33 40 37
PSNR/dB for I’ and w  23.1 26.22 245 25.09
church:

[ for PSNR>30 dB 28 26 26 25
I’ to remove WM 121 50 38 41
PSNR/dB for I’ and w 24.57 25.51 27.02 26.27

2.3 Summary

Although the PSNR discriminates against geometric at-
tacks, the effectiveness of these attacks compensates for this.
The decision to score the attacks on the basis of the PSNR
did not invert the strength of the attacks considered here.
Geometric attacks preserve a PSNR, which is about 10 dB
higher than for the “PSNR-friendly” attacks.

3. REDUCTION OF VISIBLE ARTIFACTS

Figure[f] shows blockiness artefacts from the watermarking
process. These artefacts are mainly visible on the contours
of solid areas in the image. It appears as if these distor-
tions come from manipulated low-frequency coefficients of



the 8 x 8 pixel DCT. The goal of this section is to identify
the coefficients and the amount they are modified by the
watermark to revert the watermarking process and increase
the image quality.

Figure 6: Clearly visible blockiness artefacts

3.1 Detection of DCT Modes with Influence

First we identify the DCT modes (all coefficients of one fre-
quency are called mode here) that are used by the water-
mark. So we have to transform the three images to the
DCT domain and replace all coefficients of one particular
AC mode by 0 (the DC mode is replaced by 1024), the val-
ues that we obtain when transforming a neutral grey image.
If the watermark is removed by this action, we know that a
part of the watermark is embedded in this mode, assumed
that the DCT domain is where the watermark is embedded
(and this was confirmed after the watermarking algorithm
was revealed by the BOWS organisers). Replacing single
modes was not successful, so we continued by replacing all
pairs, triples (successful pairs excluded), and quadruples of
modes and found that in all three images only the modes
depicted in Figure[7] (left) host the watermark.

3.2 Simple Blockiness Reduction

To reduce the blockiness, we can define a simple blockiness
measure based on the difference of pixels at block bound-
aries. In Figurem (right) these pixels are marked grey. Each
block has a north, west, south, and east boundary. The sim-
ple blockiness b; is defined by the following sum of squared
differences:

8

b1 = Z(nlz —12:)% + (w1 —w2i)? + (515 — 52:)° + (e1: — e2:)”
i=1

Note that the corner pixels belong to several boundaries at

the same time, e.g., n2g = e21. To change the blockiness,

we modify the 12 DCT coefficients shown in Figure[7] (left)

and find the minimum of b; using the conjugate gradients

N11 {N12 |N13 |N14 (M35 | N16 [N17 [N18

DC

N22 [N23 | N24 | N25 [N26 | N27 [N28

Figure 7: DCT modes used for the watermark (1.)
and pixels considered for blockiness reduction (r.)
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method by Fletcher and Reeves , There are 64 x 64 blocks
per image, for each block we get a modification vector with
12 elements. Pixels at the image boundary are assumed to
have difference 0 to the outside. The surrounding of each
block is taken from the original marked image. All blocks are
optimised independently. We overcompensate a bit, when
we apply the changes in full extent, since the gap is always
seen from both blocks at the boundary. Therefore, our ap-
proach is a kind of generation model: Apply the changes
with factor 0.5 and optimise the resulting image again. The
best PSNR is achieved after 2 or 3 generations and this leads
to successful attacks for all three images.

3.3 Blockiness Reduction with Gradient
Correction

The blockiness measure b; is optimal if there is no gradi-
ent at the boundary. Suppose an image without watermark
but with gradients. The optimisation of a gradient would
yield a flattening at the boundary, because gradients cause
larger bi. Instead, the difference at the boundary should
be derived from the surrounding. Figure[§] shows additional

N1z | N1z

N2 [N23 | N24 | N5 [N26 [ N27 | N2g

N3z (N33 | N34 |N35 [N36 | N37 | Nag

Nz [N43 | Nag | Nas |46 [Na7 | Nag

Figure 8: Pixels considered for blockiness reduction
with gradient correction

pixels considered to estimate the boundary gradient. The
mean of the differences of the surrounding should be equal
to the difference at the boundary . This leads to a new,
gradient corrected version of the blockiness measure b .

(n1s — m2:) + (n3i — nay)

n2; —N3; = 2 (2)
0 =~ ni — 3ng +3n3; — Nag (3)
8
bon = Z(nu — 3n2i + 3nai — nai)’ (4)
i=1
by = bQ’n + b27w + b2,s + 62,6 (5)

The gradient aware reduction of blockiness results in
35.89dB, 31.6dB, and 32.2dB PSNR for the three images.

4. SENSITIVITY ATTACK

The most promising attack against watermarking schemes
with correlation based detector is the sensitivity attack in-
troduced by Cox and Linnartz . We applied the attack as
follows:

1. We set up a marked image near the detection bound-
ary. We replaced some of the 12 DCT modes by 0
until the watermark was removed. Then we restored
one of these modes, and gradually replaced individual



coefficients of this mode by 0 until the watermark was
removed. Finally we restored the last coefficient that
we replaced, so that the watermark is still there.

2. To find individual coefficients that remove the wa-
termark, we walked through the 4096 coefficients in
one of the DCT modes that was not modified in the
first step. Each single coefficient was incremented and
decremented by 20 to trigger the oracle’s decision with
the resulting image.

3. Combining the knowledge on how sensitive the detec-
tor is to a modification of each coefficient, we esti-
mated the combination of successful coefficients with
the largest (expected) influence on the oracle decision.
We used the original marked image and added the com-
bination of modifications scaled by a minimal factor
that just removes the watermark.

4.1 Misleading Results

We did not reach this third step in our first try. We found
contradictory sensitivity for many coefficients. Out of 4096
coefficients that we tested, 801 removed the watermark when
increased by 20, 801 removed the watermark when decreased
by 20, and 2802 did not make the watermark unreadable to
the oracle, neither for positive nor for negative modification.
308 coefficients removed the watermark for both, positive
and negative modification.

Probably, this is an effect of the Viterbi decoder that ran-
domises the detection boundary. Randomisation is a coun-
termeasure proposed against the sensitivity attack [6]. Be-
fore we knew the underlying watermarking system [7], we
suspected that dither modulation or another quantisation
based data hiding method was used. This seemed very likely
because the watermarking community in the ECRYPT net-
work proposed such systems recently (e.g. RDM, [g]).

4.2 Minimalist Evidence

The required PSNR, > 30 dB is maintained, when we change
all pixels of the image by 8 (30.07 dB). How many pixels can
be changed by the possible maximum (255) for the same
PSNR? Since (1) is based on the squared error, we derive
this number n of pixels from the equation 512 - 512 - 82
n-2552, yielding n = 258. This means that we could replace
a black 16 x 16 region of an image by white colour and still
have the required quality. So we can keep a high PSNR
when we change only few coefficients by a large amount and
leave most of the image untouched. The coefficients that
we can change by the largest amount must have a large
absolute value. When we determined the maximum and
the minimum coeflicient for each of the 12 DCT modes and
replaced them by the opposite saturated value (£707 if the
coefficient is in the DC row or column in the matrix shown in
Figure [left], otherwise £500), the watermark disappeared.
This gave evidence that the scheme is correlation based.
We removed some of the 24 coefficients, which did not con-
tribute but only decreased the PSNR. Then we tried to find
better replacements for coefficients with small contribution
We sorted the 12 x 4096 DCT coefficients by decreasing ab-
solute value to find the most relevant coefficients first. In the
following coefficients are referred to by their rank numbers
1...49152. After some iterations, we found out that only
three coefficients must be changed in the strawberry image
to remove the watermark. The best triple that we found
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is (1006, 2363, 4595) in rank numbers. Changing these co-
efficients by 608.5 (subtract this value if the coefficient is
positive, add it otherwise) yielded a PSNR of 42.555 dB,
which is better than the PSNR of the strawberry submitted
by the winning team. In the woodpath change (17, 29, 998)
by 820.4, and in the church (42, 133, 218, 415, 3395) by
516.2. The changes are clearly visible, however, honoured
by 39.597 dB and 41.247 dB PSNR.

4.3 Towards 60 dB

We restarted the sensitivity attack from the minimalist tu-
ples found by the method described in Section[d.2] Unlike
the description of step 2 in Sectionfd] we did not just add or
subtract a fixed amount to the current coefficient. Because
oracle calls are a limited resource, we made sure that the
PSNR will increase on the local system. Suppose, we have
the three aforementioned coefficients for the strawberry im-
age c1006, C2363, and casgs, together with the current coef-
ficient under sensitivity test ci. We replace the four coeffi-
cients ¢ = (c1006, €2363, 4595, ¢1) in our (DCT transformed)
image by ¢ — p - sign(¢) and search for the minimal pa-
rameter p that yields a PSNR of at least 42.555 dB. For
(01006702363704595,61), (01006702363704595702): ..., the min-
imal parameter p is 501.5, 501.6, 501.5, 502.3, ..., i.e.,
p is not a constant value. We prepared the images with
the locally determined values of p before we sent them to
the oracle. If the oracle answered that the watermark has
been removed, the currently tested coefficient contributes
to a better quality and we remember it as a sensitive one.
Note that we only checked one direction of sensitivity to this
point. The other direction was not accessible yet, because
p is still too large (and the change would get lost due to
saturation). After about 2500 oracle calls we found 30 sen-
sitive coefficients. We combined these 30 coefficients in ¢
and replaced them by - p- sign(c_;)7 with the parameter p
only about 80 and 49.028 dB PSNR.

Table 6: Results for sensitivity attack

strawberry woodpath church
number of coefficients 424 279 185
absolute change ..... 5.09 10.21 13.02
postprocessing limit . 1.83 2.08 3.19
PSNR/dB........... 60.74 57.05 57.29

Table 7: Histogram of the absolute value of differ-
ences between attacked and marked image

Image 0 1 2 3 4
strawberry 248052 14016 76 — —
woodpath 248668 6872 6570 30 4
church.... 252656 4082 4223 1173 10

Tables[6] and [T list the results after about 100000 oracle
calls per image. We identified about 300 coefficients per im-
age, the absolute change of the coefficients is about 10, and
the PSNR is only 2 dB away from the 60 dB boundary. In
the spatial domain this means that no grey shade is changed
by more than 4. Over 95 % of the pixels remain unchanged.
The changes are unobtrusive, if noticeable at all. Figure[d]
shows the attacked strawberry image and an amplified dif-
ference to the marked original. Interestingly, the changes
are not concentrated on specific areas. Although the water-
marking system uses informed coding and informed embed-
ding, the attack does not modify the images adaptively.



Figure 9: Attacked strawberry image with 60.74 dB
PSNR and (amplified) difference to marked image

5. CONCLUSION

From all attacks that we tried in the contest, the sensitivity
attack is the most general and the setup was the same for all
three images. The pixel oriented and geometric attacks only
worked image dependently. Figure[I0] shows the learning
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Figure 10: Learning curve in terms of quality over
the two phases of the contest

curve in the contest. Our first successful attack in February
was a geometric attack enhanced by a lowpass filter. This
filter passes only modifications in the DCT modes shown
in Figurem (left), which increases the PSNR by some dB.
In mid-March, just before the end of phase 1, we submitted
the blockiness equalised images according to Section[3.3] We
started the sensitivity attack on March 24.

Knowledge of the algorithm helps to reduce the number
of dead end approaches and could accelerate the selection
of the right measure. In the end, however, the achieved
quality would have been possible without knowing the paper
of Miller et al. .

Although the quality defined by the PSNR measure does
not always match human perception, it seems to be ac-
ceptable, since strong attacks still achieved the best PSNR.
PSNR is a quality measure that is easy to implement and
quickly evaluated on the local system, just suitable for opti-
mal (iterative) preparation of the particular images that are
sent to the oracle. Albeit the watermark strength is adaptive
due to the informed embedding, we can see that the changes
in Figure[J are not: Sensitive coefficients can be found in ar-
eas with high and flat contrast. The subjectively perceived
quality could be improved (at the expense of PSNR mea-
sured quality) by introduction of adaptive weights for the
change of sensitive coefficients.
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Many trials are not mentioned in this paper. Once in a
while some hints of promising signs were observed, although
they were not caused by the watermark and did not lead to
the increase in quality that we hoped for.
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