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ABSTRACT
The second Break our Watermarking System (BOWS-2)
contest exposed a technology named “Broken Arrows” to at-
tacks from all over the world. For a successful attack partic-
ipants had to render the watermark unreadable to the online
detector in three given images while preserving a minimum
quality level of 20 dB PSNR. We applied a generic approach
to remove the independent elements of the watermark from
dependent media elements. Its core part does not need to
interact with the online detector to remove the watermark.
In a postprocessing step with ten detector calls the quality
was increased by about 1 dB.

The first episode of the second Break Our Watermarking
System (BOWS-2) contest was aiming to investigate when
an image watermarking system can be broken by image pro-
cessing operations. During this period, from July to October
2007, no information about the watermarking algorithm was
provided and only 30 trials per day were allowed. We de-
scribe the attack that preserved the highest quality of the
content.
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Security
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1. INTRODUCTION
It is difficult to evaluate a digital watermarking system, since
still many attacks are not predictable at the moment of
evaluation during design. The European Network of Ex-
cellence ECRYPT has exposed a watermarking system to
world-wide attacks in order to learn more about the degree
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of difficulty of breaking the watermark and perhaps finding
new attacks. The second BOWS contest (“Break our Wa-
termarking System”) challenged a large number of attackers
from all over the world, to break the watermarking system
“Broken Arrows” (BA), which was specifically developed for
BOWS-2 [8]. The contest is not intended to prove how well-
performing BA is, but to have a better estimate how robust
watermarking (in general) is in such a scenario [5].

In its first episode, running from mid July until mid Octo-
ber 2007, only ten out of several hundred participants (450
registered IP addresses) from all over the world maintained
the required minimum quality (20 dB PSNR) in their at-
tacked images.

The goal was to remove the invisible watermarks from
three greyscale images (landscape motives with 512 × 512
pixels, high contrast and large share of high spatial frequen-
cies, cf. Figure 1).

Figure 1: Images from the first episode of the con-
test: fall, sheep, and souvenir

This short paper is organised as follows: Section 2 briefly
motivates the principle of the proposed attack, the structure
of which is described in more detail in Sect. 3. Section 4
concludes the paper.

2. HINTS AND INSPIRATION
The marked images of the contest are given in PGM for-
mat (portable greymap). In the header of these image files,
there is a comment: “Generated by libit.” Watermarks are
rarely added directly to the pixel values. For better robust-
ness they are brought in a transformed space. In most cases
this is the DCT or the wavelet domain [3]. After the DCT
domain was already used in the first BOWS contest [4 10],
wavelet was likely to be next in BOWS-2. The “libit” from
the comment mentioned earlier, a library for signal process-
ing, provides exactly one two-dimensional transformation—
the wavelet transform. Of course this comment could have
been a feint, however, the achieved results rather support
the use of this library.

215



LH0

HH0HL0

HL1 HH1

LH1LL1

Figure 2: Wavelet coefficients for sheep

The wavelet transform halves the image resolution and
stores the rest of information in one subband with horizontal
(LH), vertical (HL), and diagonal wavelet coefficients (HH).
This transformation can be recursively applied to the re-
duced image (cf. Figure 2). The watermark is not detected
anymore if we set the coefficients in the first and second level
of decomposition to zero (nullify LH0, HL0, HH0, LH1, HL1,
HH1)1. The image appears smoothed then (cf. Figure 3).
The required minimum quality of 20 dB is maintained for

Figure 3: Detail of sheep before (left) and after eras-
ing two levels of decomposition (right), 21.41 dB

fall (20.11 dB) and sheep (21.41 dB), but not for souvenir
(18.61 dB). These qualities indicate that souvenir has more
spectral energy in the nullified subbands than fall and fall
more than sheep. When we look at the results by Engel, we
can find that he obviously applied the same attack on 9th
of August 2007 with 20.11 dB, 21.41 dB, and (enhanced to
be just successful) 20.01 dB (cf. Figure 4) [7]. Sometimes it
is possible to recognise the performed attack by its achieved
PSNR.

1This does not imply that all other coefficients have no im-
pact on the watermark.

average fall sheep souvenir

Figure 4: Entry in the Hall of Fame by Dominik
Engel, the PSNR of which indicates nullifying two
levels of decomposition

Although all three images have been watermarked with
the same PSNR (about 42.5 dB), the participants agree on
that souvenir was much harder to attack successfully.

On 30th August 2007 Bennour and Dugelay submitted a
successful attack to souvenir with impressive 21.12 dB. This
was the first rank for more than a month. Bennour et al. [1]
used the self similarities attack [9] during the first BOWS
contest (cf. Figure 5). Certainly, this attack is dependent
on an image database that randomly limits the performance.
Effectively, the image database is modelling dependencies of
pixels in an image. In the hope of finding a well-performing
replacement, we developed a mathematical model for depen-
dencies of wavelet coefficients.

watermarked image

domain block

range block flipped

reduced

−0.2 luminance + 141

Figure 5: Self similarities attack after [9]

3. MODEL-BASED ATTACK TO WATER-
MARKS IN THE WAVELET DOMAIN

3.1 The Model
As guessed from the comment in the PGM files, we use
the wavelet transform provided by libit. The source code
comes with an example that applies the 2D wavelet trans-
form (Daubechies 9/7) to images. Our images are 512×512
matrices X. Let W be the wavelet transform of X. We tried
2, 3, and 4 levels of decomposition. The attack achieves the
best PSNR for 3 levels.

Our proposed attack follows the self similarities attack [9]
in the figurative sense. Parts from the image are restored
from the surrounding. Because locally close values in im-
ages strongly depend on each other, but the elements of the
watermark do not, the image can be preserved by estima-
tion from the surrounding while the watermark is completely
removed (cf. Figure 6). Let n be the number of wavelet
coefficients in a particular subband. We use simple linear
regression to predict n wavelet coefficients ws (where s is a
“serial number” of the coefficient in its subband, 1 ≤ s ≤ n)
from k “neighbouring” coefficients ws,1, . . . , ws,k:

ws = β1ws,1 + β2ws,2 + · · ·+ βkws,k + εs. (1)

The number of terms k depends on the decomposition level
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Figure 6: Model for estimating the absolute value
of wavelet coefficients in LH2 from the surrounding

Table 1: Number of terms k for prediction

response number of terms from total
in level 0 level 1 level 2 terms

level 0 3× 9− 1 0 0 26
level 1 3× 4 3× 9− 1 0 38
level 2 3× 16 3× 4 3× 9− 1 86

that the coefficient belongs to (cf. Table 1). The regression
model collects the local dependencies between the wavelet
coefficients. We determine the predictor parameters β̂1, . . . ,
β̂n for which we find the minimum sum of squared residualsPn

s=1 ε
2
s (ordinary least squares). This condition is equiva-

lent to the maximum PSNR, which is a logarithmic measure
based on the mean squared error (MSE). In a first experi-
ment, we predicted the signed values of the coefficients di-
rectly:

ŵs = β̂1ws,1 + β̂2ws,2 + · · ·+ β̂kws,k. (2)

We can restrict the model to estimate only the absolute value
of the coefficients, while taking the signs from the marked
original:

|ws| = β′
1|ws,1|+ β′

2|ws,2|+ · · ·+ β′
k|ws,k|+ ε′s, (3)

ŵs = sign(ws) · (β̂′
1|ws,1|+ · · ·+ β̂′

k|ws,k|). (4)

This leads to increased precision in the estimation and pre-
serves a higher PSNR. Figure 6 marks a predicted coefficient
in LH2 and the corresponding terms used for prediction. Ev-
ery coefficient in LH2 is estimated from

• its direct neighbours in LH2,

• its counterpart in the subbands HL2 and HH2 together
with their direct neighbours,

(a) (b)

(c) (d)

Figure 7: The regression-based attack is likely to
succeed if the resulting PSNR is between the mini-
mum 19.7 dB (a) and about 35 dB (b), and likely to
fail above these 35 dB to maximum PSNR 45.0 dB
(c). The median PSNR is 30.4 dB (d)

• its superior counterparts from the first and second level
of decomposition (4 and 16 per subband, respectively).

One of the key properties of this attack is its non-
interactivity. The attacked images are produced without
using the detector. All computations can be done locally on
the attacker’s side.

3.2 Postprocessing
If we reduce the changes made by the attack towards the
detection boundary, we can improve the quality by about 1
dB PSNR.

weakened image = p·attacked image+(1−p)·marked original

By interval bisection the optimum parameter p ∈ [0, 1] is
found in about 10 detector uses. The resulting quality for
this weakened attack is listed in Table 2. Figure 8 shows a
detail of the attacked sheep resulting from regression-based
attack with postprocessing.

Table 2: Quality (PSNR) of attacks before and after
weakening

after estimation after weakening
average 22.87 dB 24.30 dB
fall 22.82 dB 24.90 dB
sheep 24.60 dB 25.45 dB
souvenir 21.67 dB 22.97 dB
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Figure 8: Detail of sheep before (left) and after
regression-based attack with postprocessing (right),
achieved quality: 25.45 dB PSNR

We restricted the attack to two levels of wavelet decompo-
sition as well as extended it to four levels. After weakening,
the attack produced the highest PSNR with three levels,
which are obviously used for the watermark.

3.3 Evaluation of the Attack
We applied the attack to 10,000 marked images downloaded
from [6]. The resulting PSNR ranged from 19.7 to 45.0 dB
(cf. Figures 7 and 9).
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Figure 9: Estimated density curve of PSNR for at-
tacked images from the BOWS-2 database (solid
curve) and after postprocessing (dotted curve)

The attack is succesful for 85.4 % of the BOWS-2
database. Figure 10 shows the dependency of the PSNR
and the detector value, which is compared to the detector
threshold. The randomness of this threshold has almost no
influence to the results presented here. We used its mini-
mum for best reproducibility. If the quality of the resulting
image of the regression-based restoration is about 35 dB
and above, the attack is likely to fail. Figure 11 shows the
decreasing percentage of successfully broken images for in-
creasing PSNR (solid curve). Above 30 dB PSNR we can
still break more than 40 % of the images. After postprocess-
ing, the quality is slightly increased and we break almost
49 % of the images above 30 dB PSNR.

Due to the pixeloriented quality measure (PSNR), geo-
metric attacks are at a disadvantage. However, the images
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Figure 10: Dependency between resulting quality of
the regression-based attack and detector response

where the regression-based attack fails, e.g., like the one in
Figure 7(c), simply do not provide enough image content to
extract a suitable model from. Such images are more suc-
cessfully attacked by geometric attacks, because the penalty
of the PSNR measure is only small for smooth areas. So we
can hope for a synergy between the two types of attack un-
der the PSNR measure: A geometric attack should be used
for images that the proposed attack cannot handle. If the
regression-based attack is applied to images with almost no
content, the watermark is not overridden but becomes part
of the model, due to overfitting. The cleanest way to solve
this problem would be to take the response vector of the
model from the unmarked original that is not available to
the attacker in the considered security model.

We tried a very simple geometric attack that shifts the im-
age to the right by three pixels. Figure 11 presents the poor
performance of this attack (dashed curve). However, when
combined with the proposed attack we can see a synergy of
both (dotdash curve). For the decisive images in Episode 1
of the BOWS-2 challenge (cf. Figure 1) the proposed attack
worked immediately.

4. CONCLUSION
The proposed attack removes the watermark by estimating
the image from its locally dependent parts while the ele-
ments of the watermark are removed because they are in-
dependent of each other. It was ranked first by PSNR at
the end of Episode 1 of the contest. The proposed attack
(with postprocessing) was repeated on the very first day of
Episode 3. It achieved on average 27.16 dB PSNR with only
10 detector uses in total for all three images together.

The attack can be prevented, if the watermark shows sim-
ilar dependencies as the image itself. In the case of BA, one
element of the watermark has to be added not only to one
coefficient, but at a smaller scale also to all dependent coeffi-
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Figure 11: Operating curve of the estimated images
from the BOWS-2 database

cients from the surrounding. The attack is similarly difficult
when applied directly to the pixels. Like a single wavelet co-
efficient has impact on several pixels, so one single element
of the watermark would be distributed on several pixels. An
estimation from neighbouring pixels will not succeed because
the neighbourhood proportionately contains the element of
the watermark under removal. As a necessary prerequisite
we have to guess the feature space of the watermark. The
proposed attack will not work with any other space, where
the elements of the watermark are not separable. After the
first BOWS contest, Craver et al. have already proposed
not to embed the watermark in a stereotypical feature space
(like DCT or wavelet coefficients) [2]. Without knowledge
of the key it should be impossible to separate the elements
of the watermark.
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